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Community Safety
 Information 
Sharing Agreement

by

Partner Organisations working together to make Lancashire a place where people feel safe. 

July 2009 – Version 2
1. Introduction
1.1 The Crime & Disorder (Formulation and Implementation of Strategy) Regulations 2007 places a requirement upon Community Safety Partnerships that they shall have in place arrangements for the sharing of information between ‘responsible authorities’, and shall prepare an agreement setting out those arrangements.

1.2 In October 2007 the Lancashire Partnership gave its support to an Information Sharing Charter, which provides an overall framework for secure sharing of information in order to comply with the duties placed on organisations to work together. The Charter sets out the strategic principles to help facilitate cross-boundary dialogue and the foundation for more specific Information Sharing Protocols between organisations within the Lancashire Partnership.  Details of the Charter and the Lancashire Partnership Board agreement can be found on the Lancashire Partnership website.


1.3 This information sharing protocol provides specific details for information sharing within a community safety context to supplement the Lancashire Partnership Information Sharing Charter.
2 Purpose of Information Sharing

2.1 The purpose of this Agreement is to facilitate the exchange of information, primarily depersonalised information, in order to comply with the statutory duty placed on the ‘responsible authorities’, (Local Authorities, the Police Service and Authority, Fire & Rescue Authority and Primary Care Trust (PCT)) to work together to develop and implement a strategy and tactics for reducing crime and disorder, anti social behaviour and substance misuse. This will also include any other behaviour effecting the local environment.

2.2 This Agreement will also extend to co-operating organisations and any other agency or organisation which has signed the Agreement.

2.3 Information sharing is the cornerstone of delivering shared understanding of issues and arriving at holistic solutions. Effective delivery relies on good decision making and those decisions should be based on good information. The right information enables partners to carry out evidence-based, targeted community safety interventions and enables them to evaluate their impact. The improved outcomes of an intelligence-led, problem solving approach to community safety can only be achieved when partners have access to relevant, robust and up-to-date information from a broad range of sources. 

2.4 Much of this information will be depersonalised datasets but, in some cases, it is also necessary to share personal information, notably where decisions about particular individuals or families are being made.  Bringing resources together through responsible information sharing reveals a more accurate picture of what is going on in the local area. This improves analysis, decision making and better informs resource allocation.

3 Legal Basis for Information Sharing

3.1 The legal basis for information sharing is detailed in Appendix 2.

3.2 Section 115 of the Crime and Disorder Act is the primary legislation which governs information sharing in the community safety arena.

Section 115 states that “Any person who would not have power to disclose information to a relevant authority or to a person acting on behalf of such an authority, shall have power to do so in any case where the disclosure is necessary or expedient for the purposes of any provision of this Act.”.  
Section 115 provides a power to exchange information where disclosure is necessary to support the local Crime and Disorder Strategy or objectives outlined within it, which must be primarily aimed at reducing crime and disorder in accordance with the Act’s provisions. 
3.3 Section 115 was further strengthened in the Police and Justice Act 2006 and the minimum requirements for data sharing set out in the Crime and Disorder (Prescribed Information) Regulations 2007 for sharing depersonalised information (Statutory Instrument 1831).

3.4 In addition, Partner Organisations should follow statutory and other guidance given by the Home Office.


4 Who will be sharing information?

4.1 Partners who are required to share information are named as the responsible authorities in the 1998 Crime and Disorder Act, as amended in the 2006 Police and Justice Act.  These are the Police, the Police Authority, all Local Authorities, Lancashire Fire & Rescue Service and Primary Care Trusts.  


4.2 Co-operating bodies under the Act may be asked to share information.  These are the Probation Service, Parish Councils, NHS Trusts, School & College Governing bodies and Registered Social Landlords.


4.3 Various other bodies are named as invited participants under the Act and may also be asked to share data for crime and disorder purposes.
5 What is to be shared?

5.1 The ‘Delivering Safer Communities’ guidance and the Crime and Disorder (Formulation and implementation of Strategy) Regulations 2007 requires the statutory agencies of the Community Safety Partnerships to share information  as contained in the list of depersonalised data sets on a quarterly basis. Additional data sets may also be included to maximise the ability of the Community Safety Partnership to deliver against its requirements.

5.2 Shared information will usually include a location reference, information about the nature of the problem, and, where relevant, names and addresses of offenders or victims.

5.3 Some of this information will be sensitive as defined by the Data Protection Act.  However, sharing of this type of sensitive information is allowed in appropriate circumstances under legislation including the Crime & Disorder Act 1998, Criminal Justice Act 2003 and Statutory Instrument 1831.

5.4 In order to share appropriate information between partners there must be a lawful, defined and justifiable purpose(s) which supports the effective delivery of a policy or service that respects people’s expectations about the privacy and confidentiality of their personal information but also considers the consequences of a failure to act.  This agreement is supplemented by a number of questions, included at Appendix 3, designed to ‘walk’ Managers/Designated Persons and other specialist support (e.g. Legal, ICT, Data Protection, etc) through a process to assess the impact and appropriateness of information sharing.
5.5 If any personal data relates to an ongoing investigation or prosecution by any of the agencies then consultation must take place with the investigating officer and CPS as the matter will be sub judice.  This will ensure that disclosure will not adversely prejudice the outcome of that matter.
6 Consent
6.1 Partner organisations must take reasonable steps to tell service users what type of information about them may be shared, who it may be shared with, and the likely consequences of sharing.  If the service user agrees to this sharing, they will have given informed consent. 

6.2 If the information is confidential and the service user does not consent to sharing, it can only be shared following a risk assessment which considers the impact of not sharing on a service user’s welfare, or a court order or statute require or permit sharing without consent. Where consent is withheld the guidance emphasises how decisions may be made about sharing information through specific legal powers and application of principles such as proportionality. The questions listed at Appendix 3 will help to assess the impact on service users of decisions relating to information sharing.
6.3 The Data Protection Act allows for disclosure where it would be in the public interest but when consent has not been sought or has been withheld.  This includes:
6.3.1 Prevention of crime including
6.3.1.1 Prevention of disorder
6.3.1.2 Protection of public safety
6.3.1.3 Protection of rights and freedoms of all
6.3.2 Protection of children, young people and vulnerable adults.

6.4 If informed consent has not been sought or sought and withheld, the agency must consider the public interest to justify disclosure.  This consideration must identify a condition for processing in accordance with Schedule 2 of the Data Protection Act 1998 and Schedule 3 if appropriate.  A key factor in deciding whether or not to disclose information is proportionality i.e. is the proposed disclosure a proportionate response to the need to protect the potential victim?  The amount of information disclosed and the number of people to whom it is disclosed should be no more than is necessary. 
7 Arrangements for Data Sharing within Multi-Agency Meetings

7.1 Meetings, such as MATAC (Multi-Agency Tasking and Coordinating), which regularly require partners to share information should be categorised according to the government protective marking scheme and security procedures put in place accordingly.  ‘Protective Marking’ is the method by which the originator of an asset (that is all material assets, i.e. papers, drawings, images, disks and all forms of electronic data records), indicates to others, the levels of protection required when handling the asset in question, in terms of its sensitivity, security, storage, movement both within the guidance and outside the originator’s own department or force and its ultimate method of disposal.
7.2 The ACPO guide to Protective Marking
 details this scheme and the security measures which need to be put in place to comply with it.


7.3 The levels of restriction are: 

7.3.1 No protective marking

7.3.2 Restricted

7.3.3 Confidential 
7.3.4 Secret

7.3.5 Top Secret.


7.4 The meeting organiser should clearly designate the meeting, using this scheme, prior to any information being shared and ensure that all partners are aware of the data handling and sharing requirements relevant to the designation.  Appendix 5 shows a sign-off sheet as an example of good practice.
7.5 The parties to this Agreement understand that in keeping with government initiatives to invite a wider spectrum of society to assist the relevant authorities to implement the Crime and Disorder Act 1998, it is likely that there will be individuals present at certain meetings who are not representing  an organisation which is a signatory to this Agreement.  The first time any individual attends a meeting covered by this Agreement, they should be  required to sign a Confidentiality Agreement form. The responsibility for ensuring that this takes place and for retaining the signed copies lies with the Chair of the meeting.
8 Process for data sharing outside meetings

8.1 This agreement has been formulated to facilitate the exchange of information between partners. It is, however, incumbent on all partners to recognise that any information shared must be justified on the merits of each case.


8.2 Partners are responsible for ensuring that any data they supply is current, accurate and suitable for the purpose.


8.3 Any data should be shared and stored in accordance with the relevant legislation.


8.4 Any information shared should only be kept as long as it is necessary and then destroyed.
8.5 If information is to be shared outside of the CDRP meeting structure, it is advised that a brief Information Sharing Statement be completed setting out the procedures to be followed.  An example of the content of the Statement is attached at Appendix 6.


9 Responsibility of Signatories

9.1 To support dissemination and implementation of this Agreement, agencies agree:
9.1.1 To provide training to staff in the use of this Agreement.
9.1.2 To take steps to comply with the Data Protection Act, the Human Rights Act and the Caldicott Principles.
9.1.3 To ensure that their organisational and security measures are moving towards compliance with ISO 27001, or equivalent internal standards, to protect the lawful use of information shared under this Agreement.
9.1.4 To ensure that all appropriate staff who have access to shared information have the necessary level of CRB clearance in accordance with relevant legislation.
9.1.5 To only use the information for the purpose for which it has been shared.
9.1.6 To use all reasonable actions to ensure that information provided under the auspices of this protocol is, and remains, accurate.
9.1.7 To record improvements in information sharing between each other, for example where information was not readily available before but where professionals now feel able to share.
9.1.8 To ensure that senior managers provide advice and support in implementing the Agreement and Operational Arrangements, in particular in the resolution of disagreements with other Partner Organisations. 
9.1.9 To help ensure that service-users are made aware that this Agreement governs the use of their personal information and provide copies on request.

10 Nominated representatives

10.1 Each Partner Organisation shall have a lead Nominated Representative for the purpose of this Agreement who will ensure there are Designated Officers who will make and receive data-sharing requests and who will support further review of this agreement.

10.2 The Nominated Representatives shall meet at least every twelve months, or as necessary, to discuss the working of the Agreement. Any disputes or disagreements between parties shall be resolved by discussion between the Nominated Representatives if at all possible or between the heads of each agency.

11 Data Controller Responsibilities

11.1 Data Controllers must make appropriate notification to the Information Commissioner as defined by the Data Protection Act 1998 and the Information Commissioner.

12 Agents and Sub-contractors

12.1 Each Partner Organisation shall ensure its agents and sub-contractors comply with the provisions of this Agreement.

13 Complaints
13.1 Each Partner Organisation will deal with the complaints in accordance with their own procedures which will ensure that:

13.1.1 service users are aware that they can complain and of how to go about it;

13.1.2 complaints are acknowledged promptly in writing;
13.1.3 the complaint is investigated fairly and thoroughly;
13.1.4 service-users are given an appropriate written response; 
13.1.5 if appropriate the appeals procedures are explained to the service-user.   
13.2 If two or more Partner Organisations receive a complaint about the same matters, they should investigate and respond to the complaint jointly.
  
13.3 If a Partner Organisation receiving a complaint believes another Partner Organisation may be responsible, wholly or partly, for the matters complained of, it should notify the other organisation and the organisations should investigate and respond to the complaint jointly.


14 Non compliance and Partner Disagreement

14.1 In the event of a suspected failure within their organisation to comply with this Agreement, Partner Organisations will ensure that an adequate investigation is carried out and recorded. If the Partner Organisation finds there has been a failure it will ensure that:
14.1.1 necessary remedial action is taken promptly;
14.1.2 service-users affected by the failure are notified of it, the likely consequences, and any remedial action;
14.1.3 Partner Organisations affected by the failure are notified of it, the likely consequences, and any remedial action. 


14.2 If one Partner Organisation believes another has failed to comply with this Agreement it should notify the other Partner Organisation in writing giving full details. The other Partner Organisation should then investigate the alleged failure. If it finds there was a failure, it should take the steps set out above. If it finds there was no failure it should notify the first Partner Organisation in writing giving its reasons. 


14.3 Partner Organisations will make every effort to resolve disagreements between them about personal information use and sharing. When doing so they should refer to the Tiered Agreements and Associated Documents. However, they recognise that ultimately each organisation must exercise its own discretion in interpreting and applying this Agreement.   


14.4 Nominated representatives should ensure they are notified at an early stage of any suspected or alleged failures in compliance or partner disagreements relating to their Partner Organisation.


15 Monitoring and Review

15.1 The Nominated Representatives will monitor and review the contents and implementation of this Information Sharing Agreement. The review will have regard to
15.1.1 changes in the relevant law and statutory or other government or national guidance; 
15.1.2 service-user and staff opinions, concerns and complaints;
15.1.3 failures in compliance and disagreements between Partner Organisations;
15.1.4 any other relevant information. 


16 Associated Documents
16.1 Lancashire Partnership Information Sharing Charter 
16.2 MADE Information Sharing Agreement.


17 Change History
	Version
	Amended by
	Amended date
	Summary of main changes

	2
	C Melling, Lancashire Constabulary
	July 2009
	Amended to ensure fully compliant with the Police MOPI rules.

	
	
	
	


18 Effective Date

18.1 This Agreement is effective from an agreed common implementation date of 30th July 2009 and will be subject to a common review period 24 months from the implementation date.

Information Sharing Agreement 

Partner Organisations working together to make Lancashire a place where people feel safe
Declaration of Acceptance and Participation

Signed by, for and on behalf of:

	Organisation
	

	Name
	

	Position
	

	Contact Details
	

	Signature
	

	Date
	


List of Partnership Organisations, Signatory Persons and Nominated Representatives

	PARTNERSHIP MEMBER
	SIGNATORY PERSON AND POSITION
	NOMINATED REPRESENTATIVE
	CONTACT DETAILS

(Include telephone number and e-mail address)

	Lancashire Police Authority
	Miranda Carruthers-Watt , Chief Executive 
	Naomi Walker
	Naomi.Walker@lpa.lancscc.gov.uk
01772 531214

	Lancashire Constabulary


	Chris Weigh, Assistant Chief Constable
	tba
	tba

	Lancashire Fire and Rescue Service
	Paul Richardson, Deputy Chief Fire Officer
	Heather Hickson, Information Officer
	heatherhickson@lancsfirerescue.org.uk


	Lancashire County Council


	CC Mike Calvert, cabinet member for Adult and Community Services
	Colleen Martin

Senior Policy Officer, Community Safety
	Colleen.martin@lancashire.gov.uk


Tel 01772 533775

	Blackpool Borough Council


	Tony Williams, Chair of CDRP
	Paolo Pertica, Community Safety Manager
	Paolo.pertica@blackpool.gov.uk
01253 651160

	Blackburn with Darwen Borough Council
	Graham Burgess, Chief Executive 
	Sam Chapman
	tba

	Burnley Borough Council
	Steven Rumbelow, Chief Executive 
	Joanne Swift
	01282 425011 ext 2125 jswift@burnley.gov.uk

	Chorley Borough Council
	Donna Hall, Chief Executive 
	Paul Lowe Chorley and South Ribble CDRP Manager
	Paul.Lowe@chorley.gov.uk
01257 515758

	Fylde Borough Council
	Bernard Whittle, Chair of CDRP
	Bryan Ward, Community Safety Manager
	BryanW@fylde.gov.uk
01253 658467

	Hyndburn Borough Council
	Brian Roberts, Chair of CDRP
	Rob Gregoryevs
	

	Lancaster City Council
	Eileen Blamire, Chair of CDRP  
	Michelle Emery
	

	Pendle Borough Council
	Richard Townson- Democratic and Legal Services Manager (Borough Solicitor )
	Ralph Latham 

Group Accountant or Geoff Whitehead
tbc
	

	Preston City Council
	Jim Carr, Chief Executive
	Trish Ashcroft
Legal Dept.
	

	Ribble Valley Borough Council
	Marshal Scott,

Chief Exec, 
	Bill Alker
	bill.alker@ribblevalley.gov.uk
01200 414412

	Rossendale Borough Council
	Stuart Sugarman, Director of Business.
	Trish Ellins, Community Safety Manager
	trishellins@rossendalebc.gov.uk

01706 252542

	South Ribble Borough Council
	Jean Hunter, Chief Executive 
	Paul Lowe Chorley and South Ribble CDRP Manager
	Paul.Lowe@chorley.gov.uk
01257 515758

	West Lancashire District Council
	Bill Taylor, Chief Executive
	Brian Lussey
	brian.lussey@westlancsdc.gov.uk
01695 585003

	Wyre Borough Council
	Graham Cocker, Chair of CDRP
	John Smith
	

	NHS Blackpool 
	
	
	

	NHS Blackburn with Darwen
	Rob Bellingham, Director of Standards & Performance
	Morton Linda (BWD PCT) Information Governance
	Linda.Morton@bwdpct.nhs.uk
Tel 01254 226864

	NHS North Lancashire
	Dr Frank Atherton, Director of Public Health 
	Nia Pendleton-Watkins
	Nia.Pendleton-Watkins@northlancs.nhs.uk


	NHS East Lancashire
	Chris Dixon

Director of Finance, Information & Estates

& Deputy Chief Executive
	Linda Morton (BWD PCT) Information Governance
	Office 01282-610279

Mobile 07768-045312

chris.dixon@eastlancspct.nhs.uk

	NHS Central Lancashire
	Ian Mitchell

Head of Health Standards
	
	ian.mitchell@centrallancashire.nhs.uk
Tel. 01772 645517



	Lancashire Probation Service
	Colin Dearden
	Andrea Bennett
Assistant Chief Officer
Lancashire Probation Area
	andrea.bennett@lancashire.probation.gsi.gov.uk
 Tel: 01772 201209

	Crown Prosecution Service
	Vivian Mumford
	
	

	HM Prison Service
	Kevin Williams
	
	


The legal framework for sharing and exchanging information

4.1 The Crime and Disorder Act (1998)

Section 115 of the Act provides a power (not a statutory duty) to exchange information between partners where disclosure is necessary to support the local Community Safety Strategy or other provisions in the Crime and Disorder Act. This power does not over ride other legal obligations such as compliance with the Data Protection Act (1998), the Human Rights Act (1998) or the common law of confidentiality.

4.2 The Data Protection Act (1998)

This Act requires a structured approach to the handling of personal information and clear procedures need to be established by the Crime and Disorder Reduction Partnerships in Lancashire to ‘process’ this information.  Processing is defined by the Act and includes the ‘obtaining’, ‘holding’, ‘using’ and ‘disclosing’ of information.  Information can only be disclosed in appropriate circumstances and the information must be accurate, relevant, kept up to date, held no longer than necessary, and kept and exchanged securely.  Each agency must ensure that they are correctly registered with the Information Commissioner to share appropriate information under this protocol.
Section 1 of the Data Protection Act includes eight principles in respect of the sharing of personal data:
· Personal data shall be processed fairly and lawfully and, in particular, shall not be processed unless –

(a) at least one of the conditions in Schedule 2 is met; and

(b) in the case of sensitive personal data, at least one of the conditions in Schedule 3 is met

· Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.

· Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.

· Personal data shall be accurate and, where necessary, kept up to date.

· Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes.
· Personal data shall be processed in accordance with the rights of data subjects under this Act.

· Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data. (ie Data security)

· Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data
Sensitive Personal Data

Sensitive personal data is data which falls into the following categories:

· Racial or ethnic origin

· Sexual preference

· Physical or mental health

· Membership of a trade union

· Political or religious belief

· Criminal offences and proceedings.
4.3 Review of Patient-Identifiable Information (1997)

The 1997 report of the Review of Patient-Identifiable Information, chaired by Dame

Fiona Caldicott (the Caldicott Report), made a number of recommendations for regulating the use and transfer of patient-identifiable information between NHS organisations in England and to non-NHS bodies. The Caldicott Committee’s remit

included all patient-identifiable information passing between organisations for

purposes other than direct care, medical research, or where there was a statutory

requirement for information. The aim was to ensure that patient-identifiable

information was shared only for justified purposes and that only the minimum

necessary information was shared in each case. The Committee also advised on where action to minimise risks of confidentiality would be desirable.
A key recommendation of the Caldicott Committee was that every use or flow of

patient-identifiable information should be regularly justified and routinely tested

against the principles developed in the Caldicott Report.
· Principle 1 – Justify the purpose(s) for using confidential information

· Principle 2 – Only use it when absolutely necessary

· Principle 3 – Use the minimum that is required

· Principle 4 – Access should be on a strict need-to-know basis

· Principle 5 – Everyone must understand his or her responsibilities

· Principle 6 – Understand and comply with the law.
4.4
Human Rights Act (1998)

The Human Rights Act 1998 gives further effect in domestic law to Articles of the European Convention on Human Rights (ECHR). The Act requires all domestic law to be compatible with the Convention Articles. It also places a legal obligation on all public authorities to act in a manner compatible with the Convention. Should a

public authority fail to do this then it may be subject of a legal action under section 7 of the Act. This obligation should not be seen solely in terms of an obligation not to violate Convention Rights but also as a positive obligation to uphold these rights.

This Act should be considered but does not necessarily present a major obstacle to legitimate information sharing activity for the Crime and Disorder Reduction Partnerships in Lancashire. The Act needs to be taken into account in establishing whether the purpose of information exchange is lawful.

4.5 Common law duty of confidentiality

The duty of confidentiality has been defined by a series of legal judgements and is a common law concept rather than a statutory requirement.  Personal data which is seen as subject to this duty includes information that is not already in the public domain, has a certain degree of sensitivity, or was provided on the expectation

that it would only be used or disclosed for particular purposes. The Common Law judgements have identified a number of exceptions, which includes the need to prevent, detect and prosecute serious crime.
Where information is held in confidence e.g. as is the case with personal information provided to the National Health Service and medical practitioners by patients, the consent of the individual concerned should normally be sought prior to information being disclosed. Where consent is withheld or is unobtainable, designated officers should assess on a case-by-case basis, whether disclosure is necessary to support action under the Crime and Disorder Act and whether the public interest arguments for disclosure are of sufficient weight to over-ride the duty of confidence.

4.6 Freedom Of Information Act (2000) and Environmental Information  Regulations 2004
From 1st January 2005, any person under the provisions of the Freedom of Information Act (FOIA) may request any information held by public sector authorities. Under certain circumstances an authority may refuse to supply information because they believe that one or more of 24 possible exemptions may apply to the information being requested. For example, disclosure may breach other legislation such as the Data Protection Act or the information may already be widely available in the public domain. Unless these exemptions apply, public authorities are obliged to provide the data within 20 working days of the receipt of a request.
Since the Data Protection Act will continue to govern access to personalised information, it is mainly non-personal data that will be affected by the provisions of the FOIA. This will include data and information in any form, including informal, electronic and database records.

Similar specific rights of access are provided in respect of environmental information, via the Environmental Information Regulations (EIR).

The FOIA and the EIR are complex pieces of legislation. Almost all authorities have trained specific staff to deal with applications for information made under this legislation. Their advice should be sought in the event of any requests for information being received. .
4.7 Police and Justice Act (2006)
The Police and Justice Act strengthened section 115 (data sharing) of the Crime and Disorder Act and placed a duty on responsible authorities to share depersonalised data which is relevant for community safety purposes and which is already held in a depersonalised format. 
Statutory Instrument 1831 - The Crime and Disorder (Prescribed Information) Regulations 2007 - detailed the minimum datasets which should be shared.
4.8 Other Relevant Acts

Whilst the legislation highlighted in sections 4.1 to 4.5 above are the principal ones covering the exchange of information in respect of crime and disorder, there are a considerable number of other Acts and guidance that require or enable the sharing of information, including:
· Children’s Act 1989

· Domestic Violence Crime and Victims Act 2004

· Anti-Social Behaviour Act 2003

· Sexual Offences Act 2003

· Local Authority and Social Services Act 1970 (amended 2003)
· Housing Act 1996
· The Data Protection Processing of Personal Data order 2000

· The Access to Health Records Act

· Education Act 2002

· Mental Capacity Act 2005

· Immigration and Asylum Act 1999

· Criminal Justice Act 2003

· The Protection from Harassment Act 1997 

· Local Government Act 2000

· Learning and Skills Act 2004

· Statutory Guidance to Support the Multi Agency Public protection Arrangements (MAPPA)

· DoH/Home Office Guidance on Developing and implementing Multi-Agency Policies and procedures to protect Vulnerable Adults from Abuse (March 200)

· DFES Working Together to Safeguard Children 2006

Do we need this information?
1. Why do I want the information? Is sharing this information in the best interests of the victim or offender?
2. Is there a sufficient need to know?  If the information is shared will this make a difference to the service offered and to the outcomes for the victim or offender. Is it necessary for me to do my job or to fulfill a statutory duty?

3. Is the reason for the request “proportionate” for the purpose eg:

· Are the reason or reasons for sharing information justifiable under Article 8 of the Human Rights Act?

· Can less information be shared and still achieve the best interest of the victim/offender?

· Is there another equally effective way of achieving the same aim? Can I share less information and still achieve the best interest of the victim/offender?

· What is the impact of disclosure likely to be on the individual?

· If the information requested is sensitive information (race or ethnicity, political or religious beliefs, health, sexual life, criminal offences, trade union membership), is it necessary to share this in order to meet the reason for sharing?

4. Is the information up to date and accurate? (Care should be taken when recording the name, date of birth and address to ensure that when data is merged from different agencies it relates to the same person.)
Also do I distinguish between fact and opinion or judgement?

5. Will the request involve secondary disclosure and if so do I need to check with the person who told me this information or wrote this report before I share it?

6. Have I got consent? If so is it recorded on a file or is there a consent form, are there any restrictions?

7. On the assumption that the consent cannot realistically be obtained or sought is there justification for sharing without consent, eg to protect the interests of the victim/offender?

8. Have I recorded that I have shared this information?

9. Am I sharing this information in a secure way?

Links to Operational Agreements

	Title
	Effective From
	Effective to
	Lead Agency
	Contact Details

	MADE
	
	
	Lancashire County Council
	Melanie.Greenslade@lancashire.gov.uk

	Chorley & South Ribble Merged CDRP Information Sharing Protocol
	01/05/09
	30/04/11
	Chorley BC
	Paul.Lowe@chorley.gov.uk

	Home Office PPO Protocol
	varies
	varies
	CDRP
	Signed up to within each case by the case officer.

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Name of Meeting
______________________________________
Date of Meeting

______________________________________
Location of Meeting
______________________________________
Restriction level – No Restriction/Restricted/Confidential

Please note, by signing this sheet you are agreeing to comply with the relevant handling rules for protective marking 
	Attendance
	Representing

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


Handling rules regarding protectively marking material
	Your Action
	Restricted
	Confidential

	Marking
	Top and bottom of each page
	Top and bottom of each page

	Storage of papers
	Protected by one barrier, eg a locked container within a secure building
	Protected by two barriers, eg a locked container in a locked room, within a secure building

	Disposal of papers
	Use secure waste sacks.  Keep secure when unattended
	Downgrade by tearing into small pieces and place in secure waste sacks or use a cross cut shredder.  Keep secure when unattended.

	Disposal of magnetic media
	Securely destroy.  Floppy disk – dismantle and cut disk into quarters, dispose with normal waste.

CD Roms – destroy completely – disintegrate, pulverise, melt or shred.
	Securely destroy.  Floppy disk – dismantle and cut disk into quarters, dispose with normal waste.

CD Roms – destroy completely – disintergrate, pulverise, melt or shred.

	Movement between partner agencies
	By post or courier, in a sealed envelope.  Do not show protective marking on the envelope.
	By post or courier.  Double enveloped and both fully addressed.  Protective marking shown on inner envelope only.  Return address on outer envelope.

	Public telephone network/Mobile telephones (voice and text).
	May be used.   Digital cellphones may be used.  For analogue cellphones, use guarded speech and keep conversation brief.
	Only if operationally urgent.  Use guarded speech and keep conversation brief.  Do not use analogue cellphones

	Pager systems
	Not to be used
	Not to be used

	Internet
	Government approved encryption required
	Not to be used


APPENDIX 6
Information Sharing Statement under the County-wide Crime and Disorder Reduction Partnership Information Sharing Agreement 

State the specific purpose of this information sharing

E.g. to reduce indecency crimes in Local Authority Leisure centres/swimming baths 

Which post holders will be responsible for this on a day to day basis? State Post  and Organisation
What information will be shared?

Bearing in mind this should be the minimum amount necessary to achieve the purpose

How will the information be shared?
How long will it be retained by the parties?

State the security classification of the information
State any specific security requirements including the agreed storage and disposal process.

If there are any changes to this information sharing process i.e. a change of post holders, this agreement should be reviewed and updated

Signature, name, post and organisation (of each party)

Please ensure a copy of this completed agreement is sent to the Information Management/Data Protection Sections of each organisation concerned and consult these sections if you have any queries.
� http://lancashirepartnership/events.asp?calEvent=1234361&calid=63415


� �HYPERLINK "http://www.ncalt.com/documents/modelsforlearning/Protective%20Marking.pdf"��http://www.ncalt.com/documents/modelsforlearning/Protective Marking.pdf�


� Please delete as appropriate
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